
Contract Number HHSREV100000889

DEPARTMENT OF STATE HEALTH SERVICES

Contiactnumber HHSREV100000889 (the"Contract"), is entered intoby Department of State
Health Services ("DSHS") Vital Statistics Sectionand Sabine County("Contractor")- DSHS and
Contractor are collectivelyreferred to herein as the"Parties."

h rnmiftf*lttffojtrfte*- DSHS agrees to provide access to the DSHS Vital Event
Electronic Registration System tor the purpose ofissuing individual birthcertificates.

II. Term ofthe Contract. This Contract will beginon September 1,2018, andend on August
31,2023.

in. AlflfflltYi The Parties enter intomisContract under the authority of Texas Health and
SafetyCodeChapter 191 andTexasGovernment CodeChapter 791.

iv. Rf*frmfflt9fWffrfc.
A. DSHS agrees to provideon-line computer services in support of Contractor from 7:00

ajn. to 6:00 p.m. (CST) Monday through Friday, except holidays. In the event of an
emergency or computer application error, DSHS may temporarily suspend services
without advance notice.

B. Contractor may search DSHSdatabases, locate data, and issueCertifications ofBirth to
authorized Iridividuaui requesting such data. The certifications will be in a format
formally approvedby DSHS. Contractor willtake reasonable efforts toensure use ofthe
DSHS Vital Event Electronic Registration System is not abused by its staff. Abuseof
the access to confidential information in the DSHS Vital Event Electronic Registration
System maybecause for termination ofthisContract in accordance withSection DCK.

C. Contractor will acquire the necessary data processing equipment, communications,
hardware or software, and purchase "bank note" paper, as specified by DSHS. DSHS
will assist in connection of the equipment, furnish software program and provide
technical assistance, ifnecessary.

D. Contractor will complete the DSHS Vital Event Electronic Registration System
registration forms as specified byDSHS. Contractor will remain incompliance with any
requirements specified by DSHS for accessing the DSHS Vital Event Electronic
Registration System. Contractor will not berequired to pay an additional fee pursuant to
this Subsection.

E. Contractor acknowledges that records may not be located in the searching process
instituted byContractor, orrecords which are located mayhave errors due to:
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Contract Number: HHSREV100000889

1. Normal key-entryerrors in spellings;
2. Accidental failure on the part ofdie DSHS to update afile for an amendment

or paternitydetermination; and
3. The event year does not exist on the system.

F. Contractor will notify DSHSinwriting, atleastmonthlyoferrors orsuspected errors that
exist on the database information.

G. Contractor is to maintainan inventorycontroland account foreachdocumentproduced
on "banknote"paper, including voided documents.

H. Contractor will issue Certificates ofBirthutilizing remote accessto the DSHS system in
conformance withHealth andSafetyCodeChapters 191,192and195, aswell as25Tex.
Admin. Code Chapter 181.

I. The Parties are required to complywith allapplicable state and federal laws relating to
theprivacy and confidentiality ofthisdata andrecords, whichincludes Texas
Government Code Section 552.115.

J. The Parties wiH use confidential records and mfbnnafion obtained under this Contract
only for purposes asdescribed in thisContract and asotherwise allowed by law.

Contractor agrees to payDSHS one dollar and eigbty-three cents ($1.83) for each
Certification ofVitalRecord printed asaresult ofsearches of thedatabase. Contractor
agrees tocharge thesame base search fee for abirth certificate as DSHS. Additional foes
mayonlybecharged as authorized byTexas Health and Safety Code Chapter 191 and 25
Tex. Admin. Code Chapter181.

VLlfflkUL
A. DSHSwill sendanitemizedbillingto Contractor on amonthlybasis for each

Certification ofBirth printed. This billing willbesent through the U.S. Postal
Service to the Contractor at:

Name: Sabine County Clerk

Address: P.OBox580
Hemphill,TX 75948

B. Contractor will direct any billing inquiries eimerbyphone to512-776-7206 or email
tft y^ilniilnwwTrvi^ff^ffk Mat? toTw
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Contract Number HHSREV100000889

VH. PjyjfififilMeJfeojk
A. Contractor will remitpaymentto DSHS withinthirtydaysafterabillingis received

by them. Paymentby the Contractor will be considered madeon the date
postmarked.

B. Contractorwill send payments to DSHS at

Texas DepartmentofState Health Services
Cash Receipts Branch MC2096
P.O. Box 149347
Austin, TX 78714-9347

C. Contractor will make payment to DSHS out ofits current revenues.

VIII. Representatives. The following will actas the Representative authorized to administer
activities undermis Contract on behalfoftheirrespective Party.

Sabine County Clerk's Office DSHS

Sabine County
SabineCounty Clerk's Office
Attn: Janice McDaniel

Texas Department ofState Health Services
Contract Management Section
Attn: Tina Walker
Mail Code 1990

P.O. Box 580 P.O. Box 149347

Hemphill,TX 75948

Phone:(409)7873786

Austin, TX 78714-9347
Phone:(512)776-2732
Email: Tina.walker@d8hs.texa8.gov

Emaiksabinecc3yahoo.com

A. ^gYiniiBITrfw Regarding all issues related to this Contract's formation, performance,
interpretation, and any issues matmayarise inany dispute between me parties, the
Contract willbe governed by and construed inaccordance withthelaws of theState of
Texas.

B. Amcndmentt This Contract may be modified by writtenamendment signedby the
Parties.

r r<"<ftnrt*litv
The Parties are required tocomply withall applicable state and federal laws relating to
the privacy and confidentialityof records mat contain Personal Identifying Information
(PD) orPersonally Sensitive Information (PSI) orother information orrecords made
confidential by law, inchidingTex. Bus. &Comm. Code Section 521.002. The attached
Data Use Agreement (Attachment A) applies to thisContract.
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Pip 3

LhQ.po£Le\VOL



Contract Number HHSREV 100000889

D. p-itrii*^ nf Poraonal IdentifyingInformation. This Contactconcerns personal
identifying information. Except asprohibited by other law, Contractor and DSHS may
exchange PII without consent, in accordance with Chapter 191 oftheHealth and Safety
Code.

&• Racoift ffoantfon. DSHS will retain records in accordance with DSHS State ofTexas
Records Retention Schedule at htto^Ayww.qjhs.texij.Bnv/rBcorcWgchedulea.ihtm.

Department Rulesand other applicable state andfederal statutes and regulations
governingmedical,mentalhealth,andsubstance abuseinformation,

F* Savarahtllrv. Ifanyprovision ofthis Contract is construed tobeillegal orinvalid, the
illegalor invalidprovision will be deemed strickenanddeleted to the sameextentand
effect as ifnever incorporated, but allotherprovisions will continue.

G. Njrtjcej, Any noti(se required or penrdtted to be gjvenunder mis Contract
writing andsentto therespective Party's Representative in Section VIII. Notice will be
deemed to have been received by a Party on me thirdbusinessday afterthe dateon which
it wm mailedto we Party atu» address spedfied in wrm^^
Party, or,ifsentbycertified mail,on the date ofreceipt.

H. EabtXi Acceptance by either Party ofpartial performance or failure to complain ofany
action,non-actionor default under mis Contract will not constitutea waiver ofeither
Party's rights undertheContract

I. iMfiflMfl*- NeitherDSHS norContractor will transfer, assign, or sell its interest, in
wholeorin part, in mis Contract withoutprior writtenconsent bybom Parties.

J. Susnaaateai of Sendees Under This Contract. Inme eventofan emergency or
information technology system failure, DSHS may temporarily suspend services without
advance notice. Use ofservices for purposes inconsistent with applicable law may also
resultin a suspension ofservices.

K.

1. Cetrvaadenee. This Contract may be terminated by mutualagreement ofme Parties.
Either Parry may terminate this Contract withoutcause by giving 30 days written
noticeofits intent to terminateto foe non-ternunating Party.

2. Cause. This Contract may be terminated for causeby eitherParty forbreach or
failure to perform anessential requirement oftheContract Useofservices for
purposes inconsistent withapplicable law maybe cause for Contract termination.

3. Nfttil"» f* IWmJwtfaa. Written nnriflft may ha mmthy any mathnd that provides
verification ofreceipt, which willbe calculated from thedate ofreceipt by thenon-
terminating Party's Representative provided in Section VIII.
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Contract Number: HHSREV 100000889

4. Equitable Settlement At the end of the Term of this Contract ortermination as
provided for in this Section, the Parties will equitably settle their respective accrued
interests orobligations incurred prior totermination.

By signing below, the Parties agree that this Contract constitutes the entire legal and bmding
agreement between them. The Parties acknowledge that they have read the Contract and agree to
its terms, and that the persons whose signatures appear below have the authority to execute mis
Contract onbehalfoftheir respective Party.

Department ofState Health services Sabine County

(\\jNk &dl ,<• o ~7\m^J^hM=^
MandaHall,M.D.
Associate Commissioner
Department ofState HealthServices

jH&

Daryl Melton
County Judge
Sabine County

The Following Attachmentsare Attached and Incorporated as Part ofthe
Contract HHSREV100000889:

Attachmenta- Data Use Agreement

VSSaome Birth Accoh
hjeS

voSdZpoSi^



ATTACHMENTA-DATAUSEAGREEMENT

Data Use Agreement
Between The

Texas Health And Human Services Enterprise
AND

Sabine County ("Contractor")

ThisDataUseAgreement CDUA")is mcaporatedtato System AgeocyConoact No.
HHSREV100000889 (the*9ase Contract") between theTexa« Department of SuteHeaMi Services
("SystemAgency")andSabine County(Contractor*').

ARTICLE 1.PURPOSE; APPLICABILITY; ORDER OF PRECEDENCE

ATTACHMENT 1. The purpose of this DUA is to facilitate creation, receipt, maintenance,
use, disclosure or access to Confidential Information with Contractor, and describe
Contractor's rights and obligations with respect to the Confidnntlal Information and
the limited purposes for whieh the Contractor may create, receive, maintain, use, disclose or
have access to CffgfidMtUl Information. 43 CFR 164.504(*)OM3). This DUA also
describes System Agency's remedies in the event of Contractor's noncompliance with
its obligations under this DUA. Thk m tA nppiw t» hnUi %§fo—«a-m^t— ««i iw*»*w «*«
are not Bjffinej^sjKa^0iOi_who create, receive, maintain, use, disclose or have access to_£ofljkkstiaj
InjbjmajkaioubehalfofSystemAgency, its programi or clients aadMcrfljed bow BaseQjiUnv^.

As oftheEffective Date oftheContract, ifanyproviskmoflheBaseOitJtract,ii»luding anyGeneral
Provisions orUniformTerms andCondWcoa,cordTicUiwkh this DUA this DUA controls^

ARTICLE 2. DEFINITIONS

For me purposes ofthis DUA capitalhmd, aiiderlaed terms have the meantBgi set forth in the
Knowing: Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (42 U.S.C.
91320d, et«?.) and regulations tbewunder in 45 CFR Pans 160 and 164, inchiding all amendments,
regulations and guidance issued thereafter; The Social Security Act, inchiding Section 1137 (42 U.S.C.
991320V7), Thk XVI of the Act; The Privacy Act of 1974, as amended by the Computer Matching and
Privacy Protection Act of 1988,5U.S.C. 9 552a andregulations and guidance thereunder, Internal Revenue
Cod* Tilk 26 ofthtfUnitedStatesCofe
IRS Pubucstkm 1075; OMB Meniorandum 0748; Texas Business and Commerce Code Ch. 521; Texas
Government Code, Ch. 552, andTexas Government Code 92054.1125. m addition, die following termsin
this DUA are denned as follows:

'means the specificpurpose orinafwisw described ta to ScopeofWork of
the Bass Contract for OMtractor to fulfill itt obligations under the Base Contract, or any other purpose
expressly authorized bySystem Agency m writing inadvance.

VtlTMfftWnl Vtff "*"*"* " per*on:
(1) Who is authorized to create, receive, maintain, have access to, process, view, handle,

nmmiiML intatprrt oranalyzeConfidential Information pursuant to this DUA:

(2) For whom Contractor warrants and represenU has a derrjonstrable need tocreate, receive,
maintain, use, disclose or have accessto theConfidential Infommtten; and

System Agency Data UseAgreementV.8J HIPAA Omnibus Compliant April i, 2015
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System AgencyContract NcHHSREVF.00000889

(3) Who has agreed in writing to be bound by the disclosure arJ use limitations pertaining to
theCnnBil«ttj,| tafirTrMtiflfl " T''""1 *?,ut'nTTA

Trtnfirtwtbjl lafWlMnlftn" means any communication or record (whether oral, written,
dectroracally stored «trsnsri»itted,cr
Contractor may ciaat* receive, 11^ that
coiM^oforincJudoaiiyoraUofthefelJowing:

(1) Client Information:

(2) Protected Health Infenmati^ in any form mcluding without limitation, Electronic
Protected Health Information or Tfntmimi Prntwrted Health Infomurflnn-

(3) Sensitive Personal Information HrfJMH hvT«.m. R.win*.. ^a n*****— n^^ r^ 53 ]•

0) PfflmniilY Irfmiifiahk Information;

(6) Social Security Aflmtnitntfam n«ft including, without limitation, Medicaid
infbrmadon;

(7) All privileged workproduct;

(8) All information designated asconfidential under theconstitution and laws of theState of
Texas and of the United States, including the Texas Health & Safety Code and the Texas Public
Information Act,TexasGovernment Code, Chapter 552.

*fATPl" Atflpr**feed sTtaoiaaientaiiVa» of the MY"*1fl Mdefined byTexas law, including as
provided in45 CFR 435.923 (Medicaid); 45 CFR 164.502(g)(1) (H1PAA); Tex. Occ. Code 9 151.002(6);
Tex.H.4 S.Code 9166.164; Estates CodeCh. 752 andTexas Prob. Code 93.

ARTICLE 3.Contractor's duties regarding Confidential Information

Section3.01 Obligations ofContractor

Contractoragreesthat:

(A) Contractor will exercise reasonable care and no less than the same degree of care
Contractor uses to protect ha own confidential, proprietary and trade secret information to prevent any
portion of the Confidential Informal from being used ina manner that ii not wpretriyn Aiithorized
Emmasunder thisDUAorasRemandbv Law. 45CFR 164.502(b)(1); 43CFR 164.514(d)

(B) Contractor will not, without System Agency's prior written consent, disclose or allow
•«m« to«nvpnrttnn oftint fWM«nflffl) Information to any Parson orother entity, other than Authorized
Useri Workforce or Subcontractors of Contractor who have completed training in confidentiality,
privacy, security and die irnportance of promptly reporting any Event or Breach to Contractor's
marngtsmcnt. to carry wit the Anlhr^^

System Agency, at its election, may assist Contractor in training and education on specific or
unique System Agency processes, systems or requirements. Contractor will produce evidence of
completed training to System Agency upon request. 43CFJL 164308(a)(S)®; Texas Health A Safety
Code §181.101

(C) Contractor will establish, implement and maintain appropriate sanctions against any
member of its Workforce « Subcontractor who fails to comply with this DUA the Base Contract or
applicable law. Contractor will maintain evidence of sanctions and produce it to System Agencyupon
requests CFJL 16430S(*)(l)(i0(Q; 164,33m,' 164.410(b); 164.331(b)(1)

System Agency Data UseAgreement V.8.3 HPAA Omnibus Compliant April 1,2015
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System AgencyContract N6.HHSREVIOOQ00889

(D) Contractor will not, without prior written approval ofSystemAgency,disclose orprovide
ao^.. to anyr>nfrftlHlll felfr""11"" °"lha ***** thai audi act i. Required bv Lawwithout notifying
System Agencyso thatSystemAgencymay haveuwopporhuury to objectto thedisclosure orac^
seek appropriate relief. If System Agency objects to such disclosure or access, Contractor will refrain
from disclosing or providing access to the fWhhmtht Information until System Agency has exhausted
alternatives for relief. 43 CFR 164.5O4(e)(2)0i)(A)

(E) flnnrraetnr will not attempt to m-iriantifV or farther Monrlfv ConfiAmtlal Information or
Da-identified Information, or attempt to contact any f~nvi*«i« whose records are contained in the
Confidential Information, except foran Autflflrized, ftirihm without express written authorization from
System Agency or as expressly permitted by the Base Contract 43 CFR 164.302(i)(2)(0 mi 00
fiont-ntnr wffl not a«gf» Iti pmMMtarf Marinating oraalnnfConflAwHal ftformaflnn, 43 CFR 164.391,
164.598(a)(3) mi (4); TexasHealth A Safety CodeCh. 181.002

(F) Contractor will not permit, or enter into any agreement with a Subcontractor to, create,
receive, maintain, use, disclose, have access to or transmit Confidential jfafaT"1*^ on behalf of
Contractor without requiring that SitiBBBDtiaOBl first execute the Form Subcontractor Agreement,
Aftaonmant l. which ensures that the fHlkftntlKtOr will comply with the identical terms, conditions,
ufeguards and restrictions as contained in this DUA for PHI and any other relevant ronfldanttai
'-«-"«fa" and which permits more strict limitations; and45 CFR 164S02(e)(l)(l)(lQ; 164.504(e)(l)0)
and (2)

(G) Correctortadtoectiy responsible f^
creation, maintenance, use,diat»osiire,tnM«mJ8sto
or omissions ci fhtKUUtSUa ** may be reasonably necessary to prevent unauthorized use. 43 CFR
164J04(e)(5);42 CFR43IJ00, etsea.

(H) If Contractor maintains Effl in a Designated Record Set Contractor will make £ffl
•.•.il.RU t« gyl^m Aj—^y In . MBMgffit RWfflPd gfl «", M«*"•"""* hYZy*tmn AffT nmviA' PJB
to the litfyjdual, or IffllllY rVhUm^ *«fi"»»»t»Hv» of the Jndjyjdujl who is requesting PJfl in
compliance with the requirements of the HIPAA Privacy Regulation* Contractor will make other
^TTflfilfffffff^ hfewiIM>tto*1 m Contractor's possession available pursuant to therequirements of HJpAA. or
ntW afttfteahfe law upon a determination of a Breach of Unsecured PHI as defined in HIPAA. 43CFR
164.524*»dl64.SM(e)(2)(H)(®

(I) Contractor will make PJfl as required by Hj£AA available to System Agency for
amendment and incorporate anyamendmenta to this information that Svstem Ag
jmmarAto the tiSMJ5 CFR 164.304(e)a)(H)(E) mi(F)

(J) Contractor will document and make available to System Agency the PJfl required to
provide access, an accounting of disclosures oramendment incompliance with the requirements of the
KTPAAPHv.cvRMul.tk™. 43 CFR MS04(*)(2W(Q tmi 164.328

(K) If Contoactor receives a request for access, amendment or accounting of PHI by any
Indjbdjkal subject to this DUA, it will promptly forward the request to System Agency; however, if it
would violate HJPAA to forward the request, Contractor will promptly notify of the request and of
Contractor's response. Unless Qmtractor is prohibited bylaw frcin forwarding arequ^sW System Agency
will respond toall such requests, unless System Agency has given prior written consent for Contractor to
respond toand account for allsuch requests. 45CFR 164304(e)(2)

(L) Contractor will provide, and will cause its Subcontractors and agents to provide, to
System Agency periodic written certifications of compliance with controls and provisions relating to
information privacy, security and breach notification, inchiding without limitation information related to

System Agency Data Use AgreementV.83 HIPAA Omnibus Compliant April 1,2015
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System AgencyContract NaHHSREVIO0000889

data transfers and the bandttng and disposal ofConfidential information. 45CFR 164308; 164.530(c); 1
TAC202

(M) Except as otherwise limited by this DUA, the Base Contract, orlaw applicable to the
nonfiriantfal Information Contwetor tnav iian ornl«nln«#. PHI fe> th,r^ .^-.p^w .~i .a-^.~»-_
ofContractor ortocany outContractor's legal responsibilities ift43 CFR 164.594(e)(tO(l)(A)

(1) Disclosure is Rewired bvLaw, provided that Contractor complies with Section 3.01(D);

(2) Contractor obtains reasonableassurances from the Person to whom the information is
disclosed that thePjopj will:

(a)Maintain theconfidentiality oftheConfidential Information inaccordance withthisDUA;

(b) Use or further disclose the information only as Required bv Law or for the Author^
PjBjtpjg for which it was disclosedto thePjajo/uand

(c) Notify Contractor in accordance with Section 4.01 of any fiyjaat or Breach of Confidential
InfiMaaation of which the Emm discovers or should have discovered with the exercise of
reasonable diligence. 43 CFR 164.5Q4(e)(4)(U)(B)

(N) Except as otherwise limited by this DUA, Contractor will, if requested by System
Agency,use PJfl to provide data aggregation services to System Agency,as that term is defined in the
HJEAA45C.FJL 5164.501 andpermitted by HJ£AA. 45CFR!U504(e)(2)fl)(B)

(0) Contractor will, on the termination or expiration ofthis DUA or the BaseContract, at its
expense, return to System Agencyor rftMnTTY «* System Agency's election, andto the extentreasonably
&..8I.U «vt pwml-aili hy Urn all f>fflftfontfl| fllfifflnltiffll ""-h""* *"— «y**^ ATml7 " ——«* ~
mamtained by Contractor or any ofConto^
thatdata contains ^ryffilffBfifT^ fafo""**'"" Contractor will certify in writing to System Agency that all
the r^ffff^fffH fc«fo"iM*Vf that has been created, received, maintained, used by or disclosed to
Contractor, has been Destroyed or returned to System Agency, and that Contractor and its agents and
sflhffintwiatf''* h""* ****—<* "» anp8** Hianaof Notwithstanding the foregoing, Contractor acknowledges
miH aanaaa that Itmay ant n—twwany fioniMantiafl hjformailnn if federal orstatetaw, or Sytem Agamy
record retention policyora litigation holdnoticeprohibits such Destruction. Ifsuchreturn orDestruction
is not reasonably feasible, or is impermissible by law,Contractor will immediately notify System Agency
ofthe reasons suchreturn or Destruction is not feasible, andagree to extend indefinitely die protections of
,hi. niTA to rtw. rnj^H Information and limit its further uses and diacloaurea to the nurnoaea that
make the return of the Cjtfflfidcffljli1 ^"formation not feasible for as long as Contractor maintains such
CftnfMtlniMFllfbrmatiaa. 45CFR164304O<2)m(J)

(P) Contractor will create, maintain, use, disclose, transmit or Qejgroy. fionjjpjaiUaj
information, in a secure fashion thatprotects against any reasonably anticbpated threaU or hazards to die
securityor integrityof suchinformation or unauthorized uses. 43 CFR164306; 164.530(c)

(Q) If Contractor accesses, transmits, stores, or maintains Confidential Information.
Contractor will complete and return to System Agency at infoseouritv^diac.siateix.us the System
Agencyironrniatioo security andprivacy imtial mquuy (SPI) at Attachment 2 . The SPIidentifies basic
privacy and security controls withwhich Contractor mustcomply to protect SystemAgencyffrwfinantiai
|n|f|ffp^on Contractor will comply with periodic security controls compliance assessment and
monitoring by System Agencyas required by state and federal law, based on the type of Cjmfidentijl
information, Contractor creates, receives, maintains, uses, discloses or has access to and the AiidjorJ2ffi4
Purpose and level of risk. Contractor's security controls will be based on the National Institute of
Standards and Technology (NIST) Special Publication 800-53. Contractor will update its security
controls assessment whenever there are significant changes in security controls for System Agency

System Agency Data Use AgreememV.8.3HU>AA Omnibus Compliant April 1,2015
Page4 ofU

vouiQpg^L£7



System AgencyContiactNo,HHSREV10A000889

f>nfl«WI.I Information and win pmvirfu tha imnatoH Av-imiiwit to Symtm.« Ajp^y System Agency also
reserves theright to request updates as needed to satisfy state and federal monitoring requirements. 45
CFR 164.306

(R) Omtractor wiB establish, implement and maintain any and ail appropriate procedural,
administrative, physical and technical safeguards to preserve and maintain theconfidentiality, integrity,
and .vaiUhilitv of tha CoolMaBilat Infarmatjon. and with reaaect to PHL aa ascribed in the HIPAA

PfiiYMY ftflri PffTf*" **ffa**r <* «her applicable laws or regulations relating to rv^nfrlrCntinl
faformatian. to prevent any unauthorized use or disclosure of fhafyawifc^ Information as long as
Contractor has such fipflf^^^iaWMtiflB m hs actual orconstructive possession. 45 CFR 164.308
(administrative safeguards); 164,310 (physical taftguards); 164312 (technical safeguards);
164.530(e)(prhaey safeguards)

(S) Contractor will designate and identify, subject to System Agency approval, a Person or
as Privacy Official 43 CFR164.339(a)(1) and Information Security Official, eachof whom is

authorized to act on behalfofContractor and is responsible for thedevetopment and implementation of
the privacy and security requiiemeals to this DUA Qntractor will provide nameand current address,
phone nurnber and e-mail address for such designated officials to SystemAgencyuponexecution of this
DUAandprior to any change. 43 CFR 164.308(a)(2)

(T) Contractor represents and warrants that its ^iithorfyftUrT *•** have a demonstrated
needto know and have access to gnatiHtfflffffff lamination solely to the roJnimum extent necessary to
accomplish the Aj|iri*nrfrlM Pmbbwm pwnant to this DUA andthe Base Contract, and further, thateach
has agreed in writing to be bound by the disclosure and use limitations pertaining to the Confidential
InfoirMlm contained in this DUA. 45 CFR 164.502;164.514(4)

(U) Contractor and its Subcontractors will maintain an updated, complete, accurate and
numbered list "f AlnJaTTilri VlBI <bair signatures, titles and the date they agreed to be bound by die
termsof thisDUA,atalltimesandsuppty it to SystemAgency,asdirected upn

(V) Contractor will implement, update as necessary, and document reasonable and
'irnr'*'* rJUU' -*A p—-*—• *- rHv*Ti "w,,"*y mnA Breach ^ ConfAdcntjii infojmitkm-1 •*
incident response plan for an f&snl or Brejclt, to complywith the privacy, security andbreach notice
requirements of fids DUA prior to conducting work under the DUA 45 CFR 164308; 164316;
164314(4)1164.539(0(1)

(W) Contractor will produce copies of its information security and privacy policies and
procedures and records relating to the use or disclosure of rmfntliTltfll lnfoiniation received from,
created by, or received, used or disclosed by Contractor on behalf of System Agency for System
Agency's review and approval within 30 days of execution of this DUA and upon request by System
Agencythe following business dayorouW agreed upon tuneframe. 45CFR 164308; 164.514(4)

(X) OmtractorwiBroasx available to SystemAg^
to fulfill System Agency* obligatkm* toprovide accw to,orcopies ofcPffl
^w ,frnw.M» i««. ™a ^wtnn. trJattna to ^onfifrntfrt Information Ccutractor will provide such
infbnnationttatiiK
or state law.45 CM 164.504(e)(2)(D(l)

(Y) **—i—in* «-»" ™'y *«"*•«« anr.,- toin.ml.alnn. ofronfrftmti^ Information whrtlwy In
paper, oral orelectronic form. A secure transmission of electronic Confuhr"-' ********* h. m**™
JlHH*«a««n»Pi** Tran.frr Protocol (ttt?rV) orEncryption at an flnmonrtate lovriorotharwiae protected
as required by rule, regulation or bw. Svatem Aaancv Confidential Information at rest requires
Encryption unless there is adequate administrative, technical, and physical security, or as otherwise

System Agency Data Use Agreement V.8.3 HIPAA Omnibus Compliant April 1,2015
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protected as required by rule, regulation or tow. All electronic data transfer and communications of
Confidential Information will be through secure systems. Proofof system, medb or device security or
BlffifUP*1"" must be produoed to System Agency no later than 48 hours after System Agency's written
request in response to a compliance tavestigsitoa, audit or the Djacoverv 0f an Ettnt or Breach,.
Otherwise, requested production of such proofwill be made as agreed upon by the parties. De-
iAortlflcition of Svatem AgencyConfidential Information is a mean, of aaatrltv. With respect to de-
identification ofPJfl,"secure" means de-identified according to HIPAA Privacy standards andregulatory
guidance. 45 CFR 164312;164.530(4)

(Z) Contractor will comply win the following bws and standards if applicable to tine type of
CantUammml Information and Contractor*Authorise*(Purpose.

Title 1, PjrJJLP^Chapter 202, Subchapter B. Texas Administrative Code;

The PrivacyAct of 1974;

OMB Memorandmn07*16;

•"»"Ftltaf WHffltim frmrffr MaraMement Act of2002tFISMAV

The HealthInsurance Portability and Accountability Act of 1996(HJ£AA) as defined in the
DUA;

Internal Revenue Piihlifiltiim IftTff - Tax Information SecurityGuidelines for Federal, State
and Local Agencies;

National Institute of Standards andTechnology (NIST) Spcojnl MHMt»*>"M-M Raviafon
i - An utroduetory Resource Guide for Implementing the Health Insurance Portability and
Accountability Act (HIPAA) Security Rule;

NIST SpgBJgl ftlMlCT1^ MP-ga ""* M0-53A - Recommended Security Controls for
Federal Information Systems andOrganizations, ascurrently revised;

NIST ffflWill Pllfrttcation 800-47 - Security Guide for Iirtercoraiccting Information
Technology Systems;

NIST Special Publication 800-88, Guidelines for Mftrffo finfflffltton;

NIST Special Publication 800-111, Guide to Storage of Encryption Technologies for End
User Devicescontaining PHI; and

Any otherStateor Federal tow,regubtion, or admuusuau^
Agency program area that Contractor supportedbehalfofSystem Agency.

ARTICLE 4. BREACH NOTICE, REPORTING AND CORRECTION REQUIREMENTS

Section 4.01. Broach orEventNotification to System Agency. 45 CFR 164.400-414

(A) Contractor will cooperate fully with System Agency in investigating, mitigating to the
extent practicable and issuing notifications directed by System Agency, for any EysHorBreach,
of finnRHantinl Information to the extent and in the manner ddermined by System Agency.

(B) Contractor^ obligation begins at the D^^
long asrelated activity continues, until alleffects oftheEvent are mitigated to System Agency's
satisfaction (the"incident response period"). 45 CFR 164.404

(C) BreachNotice:

1. Initial Notice.
System Agency Data Use AgreementV.8J HIPAA Omnibus Compliant April 1,2013
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System AgencyContract NaHHSREV100000889

a. For federal information, including withoutlimitation. Federal Tmt Information. Social Security
AdnjmjstaHogpgg, and Medicaid niont inf^rmjltftn."*"*" **"• «-* Ttf— rlrrtr hmir
of Djscjjven, and for all other types ofComTdenttal Information not more than 24 hours after
Djasusg w *»«tmaflmte otherwise approvedbySyswn Agency In writirigMi^y report to
System Agency's Privacy and Security Officers via email at: nrivaisvfl>Svat«m
AacncyCjtltcrx.llS and to the System Agency division torn******, for thia DIIA? and mx
Publication 1075; Privacy Act of1974, as amended by the Compnter Matching and Privacy
Protection Ad of 1988, SUS.C§ 352a; OMB Memorandum 07-16 as cited In System
AgencyC-CMSContractsfor information exchange.

b. Report all information reasonably available to Contractor about the Event or Breach of the
privacy orsecurity »f"rrfflrf1*' ^ftmrnTlfnil 43 CFR 164.410

c. Name, and provide contact information to System Agency for, Contractor's tingle point of
contact who will comnwnicate with System Agency bom onand off business hours during the
incident response period.

2. 48-Hour Formal Notice. No later titan 48congamtiva clock hour. alW n^very, w.
time within which fthmPT reasonably should have been made by Contractor of an Event or
firegCb of CMidjnuUJofSanOalioji, provide formal notification to the State, including all
reasonably avaOaUe information about die Eyeni or Bjacjk and Contractor* investigation,
including witbom uWtation and to meextern avauabkv For (a) - (m) below: 43CFR 164.400-
414

a.The datethe Eyenj, or Bregcgoccurred;

b. Thedate ofContractors and, ifapplicable. Subcontracts DJseoyeiy;

c. A brief description of the Eyjnl orBjejcJLJncluding how it occurred and who is responsible
(orhvpouHeses,ifrtyetdetemiined);

d.A briefdescription of Contractor's investigation and thestatus of theinvestigation;

C. A deaeription ofthatypo, and amonnt of rnnfi^jr) InfolfflrttilHI <""^««^r

f. Identification of and number of all Individuals reasonably believed to beaffected, including
first and last name of the individual andifapplicable the, I i»allv anthnrirfid representative last
known address, age, telephone number, and email address if it U a preferred contact method, to
the extentblown or canbe reasonably determined by Ccmtractor at thattime;

g. Corrtractor's initialrisk assessment of the Eyenjor Breachdemonstrating whetherindividual
or other notices are_remdred by applicable law or tins DUA fbr System Agency approval,
indudmgan analysis of whether there is a low probability of compromise of the Confidential
Injbjmiajtoorwheo^anylegala

a. Contractor's recommendation for System Agency's approval as to the steps Individuals or
Contractor on behalfof Individuate, should take to protect the Individuals from potential barm,
including without umitation Contractor's provision of notifications, credit protection, claims
nwnitoring, and any specific protections for a Legally Authorh^d Rmpa^i^ to take on
behalfofanIpdjyjdujlwith special capacity cr circumstances;

LThestepsContractor hastaken tomitigate theharm or potential harm caused (including without
limitation the provision ofsufficientresources to mitigate);

j. The stepsContractor hastaken,orwill take, to prevent or reducethe Hkriihood ofrecun^nceof
a similarEvent or Breggh;

System Agency DataUse AgreementV.8.3 HIPAA OmnibusCompliant April 1,2015
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SystemAgencyContract No.HHSREV100000889

k, Mentify, describe or estimate ofthe Persons. Workforce. Subcontractor, or Individuals and any
towenforoemcnt that may be involved in the Event or Breach:

1. A reasonabb schedule for Contractor to provide regular updates to the foregoing inthe future
fbrresrjonse to n^ Bj^pnl orBj^
directed bySystem Agency, including information about risk estimations, reporting, notification,
ifany, mitigation, corrective action, root cause analysis and when such activities are expected to
be completed; and

m. Any reasonably available, pertinent information, documents orreports related to anEvent or
BjaGh, that System Agencyrequests following Discovery.

Section 4J2 Investigation, Realise andMMgtfon. ForA-Fbelow: 45CFR 164.30*, 310
mi312; 164.530

(A) Contractor will imniedbtaty conduct a full and complete investigation, respond to the
Eyjsjg or BjSHfa, commit necessary and appropriate staffand resources to expedition
and report asrequired to and by System Agency for mddcntresponrepuiposesaiwi fbr purposes
of Syatem Agency's compliance with report and notification requirements, to the satisfaction of
System Agency.

(B) Contractor will complete or participate in a risk assessment as directed by System
Agency following an Event, or firejsh, and providethe final assessment, corrective actions and
mitigations to System Agency forreviewandapproval.

(C) Contractor will fully cooperate with System Agency to respond to inquiries and
proceeding* bv atata and federal authorities. Paraonaand Individual, about the Event or Breach.

(D) Contractor will fully cooperate with System Agency's efforts to seek appropriate
injunctive relieforotherwise prevent or curtail suchEvejgorBjgach^ orto recom
Confidential Information- including complying withreasonable corrective action ormeasures, as
specified by System Agency in a Corrective Action Plan iftirecte^
Base Contract.

Section 4j03 Breach Notification to Individuals ami Renortinm to Anthorltiaa. Toe. Rom. A

Comm. Code§521.053; 45 CFR164.464(Individuals), 164.406(Media); 164.408 (Authorities)

(A) System Agency may direct Contractor to provide Bjrejcjb notification to Mr/Mm1*
regulators or third-parties, as specified by System Agency following a firejcJi,

(B) Contractor must obtain System Agency's prior written approval of the time, manner and
content of any notification m individual., regulators or third-parties, or any notice required by
other state or federal authorities. Notice letters will be in Contractor's name and on Contractor's
letterhead, unless otherwise directed by System Agency, and will contain contact information,
including the name and title of Contractor's representative, an email address and a toll-free
telephone number, fbrthe Individual to obtain additional information.

(C) Contractor will provide System Agency with copies of distributed and approved
communications.

(D) Contractor will have the burden of demc^tiating to the ratisfaction of System Agency
thatanynotification required by SystemAgency was timely made. Ifthere aredebys outride of
Contractor's control, Contractor will provide writtendocumentation ofthe reasons forthe delay.

SystemAgency Data UseAgreement V.8.3HIPAA Owribas Compliant April 1,2015
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System Agency Contract No.HHSREVl(XK>00889

(E) If SystemAgericydelegates notfcerequire
time and manner reasonably requested by Contractor, cooperate and assist with Contractor's
information requests inorder to make such notifications and reports.

ARTICLES. SCOPE OF WORK

SconjjfJfojitrneBm the seivicei and deliverables tobep^
hA.if of rvntownr hy it. SufriinJnffitfM~ •ft—*' ** *r*~" AfT~T**"*~ -*"riTM fn ifrtnil in thn
BareContract. TheSpor^ejOiBi includingan^
this DUA as ifset out word-for-word herein.

ARTICLE 6. General Provisions

Section 6.81 Ownership ofConfidential Information

Contractor acknowledges and agrees that the QmnaoTRMJm^uTlamfal i> and will remain the
Drorrfrty ofSystem Agency. Ctorartcragrees itacquires notittew^

SjgtfajL£12 SystemAgencyCommitment andObligations

System Agency will not request that Contractor create, maintain, transmit, use ordisclose PJfl in any
manner that would notbe pcrmissibte under ajjaljcabjejaw ifdone by System Age^

Section (L03 System AgencyRight to Inspection

At anytime upon reasonable notice to Contractor, or if System Agency
has violated this DUA, System Agency, directly or through its agent, will have the right to inspect the
facilities, systems, boob art Forpurposesof
this subsection, Syatem Agency's ageat(s) include, without limitation, the System Agency Office of the
Inspector General or the Office of the Attorney General of Texas, outside consultants or legal counsel or
otherdesignee.

Section <J4 Term;Termination ofDVA; Survival

TinsDUA willtake effect withdie Base Contract, arid wiU terminate upon te^
Contract and as set forth herein. If die Base Contract is extended or amended, tins DUA is updated
automatically concurrent wifo suchextensfonoramendment.

(A) SystemAgencymayimmediately terminate thisDUAand BaseContract upon a material
violation ofthis DUA.

(B) Termination or Expiration of tins DUA will not relieve Contractor of its obligation to
return or "—tww *» r-onWdantm ^formation as set forth in this DUA and to continue to safeguard the
Confidential Information until such time as determined bv Svatem Aacncv.

(D) If System Agencydetermines that Contractor hasviobted a material term of this DUA;
SystemAgencymay in its soladiscretion:

1. Exerciseairy of iterightttacluA
this DUA or the Base Contract; or

2. RequireContractor to submit to a corrective action plan, including a plan for monitoring
and plan forreporting, as System Agency maydetermi» necessary to rnaintato
this DUA; or

System AgencyData UseAgreement V.83 HIPAA Omnibus Compliant April1,2015
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System Agency Contract NoiDJSREV10000O889

3. Provide Contractor with a reasonable period to cure the violation as determined by
System Agency; or

4. Terminate the DUA and Base Contract irnmediately, and seek relief in a court of
competent jurisdiction inTravb County, Texas.

Before exercising anyof these options, System Agency will provide written notice to Contractor
describing the violationandthe actionit intendsto take.

(E) If neither termination nor cure is feasible, System Agency shall report the violation to the

(F) The duties of Contractor or its Subcontractor under this DUA survive the expiration or
termination of this DUA until all the fJoiiftJential Information is EeUmyei or returned to System
Agency,as required by this DUA

Section eyftS Governing law, Venue andlitigation

(A) Thevalidity, construction and performance oftlib DUAand the1^
Parties to this DUAwill begoverned by andcowtruedto accordance with the bws ofthe StateofTexas.

(B) The Parties agree thatthecourtsofTravte Coumy, Texas; wiU be tte exdusive vmue for
any litigation, special proceeding orother proceedtag asbetween ttepartiw
out of, orin connection with,orby reason oftinsDUA.

Section 6\06 InjunctiveRelief

(A) Contractoracknowledges and agrees that System Agency maysuffer irreparable injury if
Contractor or its Subcontractor fans to complywithany of the terms of this DUAwith respect to the
Confidential Information or a provision ofHEM orotherbws orregulations applicable to Confidential
Information.

(B) Contractor further agrees that monetary damages may be inadequate to compensate
Syatem Agency for Contractor's or to Surjopntractor's failure to comply. Accordingly, Contractor agrees
thatSystem AgencywiU, to addition to anyotherren^
seekinjunctive reliefwithout posting a bondandwithout thenecessity ofdemonstrating actual damages,
to enforce the terms oftins DUA

HffifrrlfirOT Indemnification

To theextentpermitted by bw, COntoKtorwUl indemnify, d
its respective Executive Commissioner, envbyees, Subcontractors, agents (including other state agencies
acting on behalfof System Agency)or other members of itsWorkforce (each of the foregoing hereinafter
referred to as"IndenanncdPatty^
all liability to third parties arising from or in connection withanybreach of tins DUAor from anyacts or
oniissions rebted ton^ DUA by COranctor cv
othernwmbenoftoWoricfbrce. The dutyto indemnify, defend andhdd harmless is uidependent oftheduty
to insure andcontirajes to appry even to in the DUA orBase
Contract is denied, orcoverage rbjUs are reseived by ariy insurance carrier. Upon demand, Contractor will
reimburse System Agency fbr any and allbases, liabilities, lost profits, fines, penalties, costs or expenses
(inchiding reasonable attorneys'fere) which may for arry reasm
reason ofany suit,cbfan, action, proceeding or demand by anyth^
results fiom the Contractor's failure to meet any of to obligation To the extort permitted

SystemAgencyDataUseAgreementV.8J HIPAAOmnibusCompliant April 1,2015
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System AgencyCcaUractNo.rDCREV100000889

bybw, Contractor's obligation todefend, indemnify and bold harmless any Indemnified Party will survive
theexpiration orterminationofthisDUA

Section £08 Insurance

(A) Contractor represents and warrants that it maintains eitherself-msurance or commercial
insurancewith policy limits sufficient to cover any liability arising from any acts or omissions by
Contractor orits employees, direcloi* officers, Sj^
under thisDUA Contractor warrants thatSystem Agerxy win be a loss payee and bene
claims..

(B) Contractor will provide System Agency with written proof that required insurance
coverage b in effect, at die request ofSystem Agency.

SSSSmBmJtiEL rows una woais

Except as otherwise specified in this DUA or the Base contract, including but not limited to
requlrenwrttstoir»ireorinderm
enforcement of this DUA, or because of an alleged dispute, contract violation, Evata; Breach, default,
mJsn»roKrtation,orirtfuncti
bear their ownlegal expenses andtheothercostbcened to thataction orpr^

Section £10 Entiretyofthe Contract

This Data Use Agreement is bicQrporatod by reference intotheBare
BaseContract, cxmetitutes the entire agreement between the partia. No change, waiver, or discharge of
obUgations arising under those dowiments willbe valid unless in writing and executed by the party against
whom such change, waiver, orDischarge b sought tobeenforced.

Section £11 AuumtaticAmendmentmdInterpretation

Upon the effectivedateofany arneadment or issuance ofadditional regulations to JfflEAA, or any
other bw applicabb to r*mfpbmtM fofmotim this DUA will automatically be amended so that the
obligations imposed on SystemAgencyor Contractor reinafom Any
ambiguity fa das DUA will be resolved in favor ofameaning that pem^
comply with HJEAA or any other bw applicabb to fionffdantiai information

System Agency Data Use AgreementV.8.3 HIPAA Omnibus Compliant April 1,2015
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System Agency ContractNo.HHSREV100000869

ATTACHMENT 1. SUBCONTRACTOR AGREEMENT FORM

System Agsncy CONTRACT NUMBER HHSRtWl«MM»g9

The DUAbetween SystemAgencyandContractor establndiestluiperntitted andrequired usesand
disclosures offjHiiMiiwrtai mfivmarinnby contractor.

Contractor has subcontracted with

fACTOR which are iperformance ofduties onbehalfofCONTACTOR whichare subject to the DUA. SUBContractor
acknowledges, understands andagrees to be bound by the tdouicai termsaiuio
Contractor under the DUA, incorporated by reference mthbAgreenxn^
COafidanHai jnjbjrmifQB Contractor and SUBContractor agree that System Agencyisathird-party
beneficiaryto applicabbprovisions ofthe subcontract.

System Agency ha* the rightbut not theobligation to revieworan
subcontract by virtueofthis Subcontractor AgreementForm.

Contractor andSUBContractor assure System AgertfythatanyBij^ofEjotasdefuiedbytheDUA
thatSUBContractor Djgcgyjri will be reported to System Agency by Contractor ind^
content required by the DUA.

IfContractor knows orshould have known in the exerciseofreasonable diligenceofa pattern ofactivity
or practice by SUBCOntraetor thatconstitutes a material breach or violation ofu^
SLTBContractors obligations Contractor will:

1. Take reasonable steps to curethe viobtion or endthe violation, as applicable;
2. If the stepsaw unsuccessful, tenninalethe contract orarrangernert

feasible;
3. Notify System Agency immediately uponreasonably discovery ofthepattern ofactivity or

practice ofSUBContractor thatconstitutes a material breach orvtouuion ofthe DUAarid kxe^
SystemAgency reasonably andregularly infbmiedab<Hn stepsCOmractor is taldng to cureor
end theviobtion or terminate SUBCONTACTOR'scontract or arrangement.

This Sobconfraetor Agreement Form is executed by the partiesto their eapacittes indicatedbelow.

CONTRACTOR SUBCONTRACTOR

BY:

Name:

title:

Date ^2SL

BY:

NAME:_

Title:_

DATE:

. (SUBContractor) for

System AgencyData UseAgreement V.8.3HIPAA Omnibus Compliant April 1,2015
Attachment I
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TEXAS
Hearth and Human
Servicesm

HHS Enterprise Data Use Agreement - Attachment 2
SECURITY AND PRIVACY INITIAL INQUIRY (SPI)

Ifyouare a bidderfora new procurement/contract, in orderto participate inthe bidding process, you must havecorrected any"No'
responses in sections Band C priorto the contract award date. Ifyou are an applicant for an open enrollment, you must have
corrected any"No" answersIn SectionsBand Cbelow prior to performing any workon behalfof any HHS agency. For existing contracts
or renewalswith "No"responses,there must be an action planfor remediationof SectionBand Cwithin 30 calendar days for HIPAA

hi signed for all

1. Doesthe applicant/bidder access, create, disclose, receive, transmit, maintain,or store HHS
Confidential Information in electronic systems (e.g., laptop, personal use computer, mobile
device, database, server, etc.)? IF NO, STOP. THESPI FORM IS NOT REQUIRED.

0Yes
ON0

2. Entity or AppJicant/Blckter Legal Name

/

3. Number of Employees, at all locations, In Applicant
Bidder's Workforce
"Workforce" means allemployees, volunteers, trainees, and
other Persons whose conduct Is under the direct control of

Applicant/Bidder, whetherornot they arepaid byApplicant/
Bidder. IfApplicant/Bidder isa sole proprietor, the workforce
may be only one employee.

4. Numbered Subcontractors

(ifApplicant/Bidderwill not usesubcontractors, enter"0")

Name of Information Technology Security Official
and Name of Privacy Officialfor Applicant/Bidder
(Privacy and Security Official may be the same person.)

Legal Name: Sab, r\H Cwfirly Clerk
Legal Entity Tax Identification Number //•?£
(TIN) (Last Four Numbers Only):

Procurement/Contract*:

Address: PO &* $**> ft*0 **'* S'h
City: /4rHfni )t State: 7%. ZIP: ?S99t
Telephone#: VcR-*)?1)- 3W
Email Address: ^^e^c^^' cem

Total Employees: £

Total Subcontractors: Q

A. Security Official: i
Legal Name: XavWces flte-lVw/eJ
Address: f. *>♦ Box***
City: H*#fk! II State: 7x« ZIP: *l*WS
Telephone #: %t& -fr#0- 3$6**>

Email Address: s*6*r\<B.ec <g> >fo hot-ten*
B. Privacy Official:

Legal Name: "XxtitCfa AKc^hJef
Address: flO < £oycg8&
Ob/; fjejnAMtff State: 7x~- ZIP: £S"W
Telephone #: ¥€$- tyb-^frett
Email Address: «:«&*«?*: c<g>ym$st>^oA*-

CISO-001-NDQ (11/16) (V2.0)
HHS Enterprise DataUse Agreement, Attachment 2:

SECURITY AND PRIVACYINITIAL INQUIRY(SPI)
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6. Type(s) of HHSCorrtlctontlal Information the Entity or
Applicant/Bidder willcreate, receive, maintain, use,
disclose or have access to: (Check all that apply)
• HealthInsurance Portability and AccountabilityAct (HIPAA) data
• CrimlnalJustice Information Services (CJIS) data
• InternalRevenue Service FederalTaxInformation(IKS FTI) data
• Cotters for Medicare&MedicaidServices(CMS)
• SocialSecurityAdministration (SSA)
• Personally identifiable Information (Pll)

HIPAA

D
CJIS

D
IRS FTI

•
CMS

D
SSA

D
Pll

•
Other (Please List)

x&H Cm*$< c*ieS
fit\(xrFi*ye License.

7.Number of Storage Devices for HHSConfidential Information (as defined in the HHS Data
Use Agreement (DUA))
CloudServices involveusinga network of remote servers hosted on the Internet to store, manage, and
process data, rather than a localserver or a personal computer.

A DataCenter Isa centralized repository, either physicalor virtual, for the storage, management, and
dissemination ofdata and Informationorganizedaround a particular body of knowledge or pertainingto
a particular business.

Total #

(Sum a-d)

0

a. Devices. Number of personal user computers, devices or drives, including mobile
devices and mobile drives. a

b. Servers. Number of Servers that are not in a data center or using Cloud Services. o

c. Cloud Services. Number of Cloud Services in use. o

d. Data Centers. Number of Data Centers in use. c

8. Number of w*kip*catedlnc3vttu^
handle HHSCoiifldcnUal tatorrnatJon during one yean Option

a. 499 individuals or less

b. 500 to 999 individuals

c. 1,000 to 99,999 individuals
d. 100,000 individuals or more

• ••
Ob-
Oc
O d.

9. HIPAA Business A*sc<iate Agreement Yes or No

a. Will Applicant/Bidder use, disclose, create, receive, transmit or maintain protected
health information on behalf of a HIPAA-covered HHS agency for a HIPAA-covered
function?

0Yes
ONo

b. Does Applicant/Bidder havea Privacy Notice prominently displayed on a Webpage or a
Public Officeof Applicant/Bidder's business open to or that serves the public? (This is a
HIPAA requirement Answer "No" ifnot applicable, such as for agencies not covered by HIPAA.)

£Yes
ONo

"0" to Question 4 (indicating no
cate "N/A."

Yes or No

subcontractors), check "No" forboth 'a.' and 'b.' to irtdi

a. Does Applicant/Bidder require subcontractors to execute the DUA Attachment 1
Subcontractor Agreement Form?

0Yes
#No

b. Will Applicant/Bidder obtain written approval from an HHS agency before entering into
any agreements with subcontractors to handle HHS Confidential Information on behalf
of Applicant/Bidder?

QYes

CISO-001-NDQ (11/16) (V2.0)
HHS Enterprise Data UseAgreement, Attachment 2:

SECURITY AND PRIVACY INITIAL INQUIRY (SPI)
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11. DoesApplicant/Bidder have any Optional Insurance currently in place?
Optional Insurance provides coverage for: (1)Network Security and Privacy; (2)DataBreach; (3)Cyber
Liability (lostdata, lost use or delay/suspensionInbusiness,denial ofservicewith e-business,the Internet,
networks and informational assets, such as privacy, intellectual property, virus transmission, extortion,

sabotageorweb activities); (4)Electronic Media Liability; (5)Crime/Theft; (6)Advertising Injury and Personal
Injury Liability; and (7) Crisis Managementand Notification Expense Coverage.

a. DoesApplicant/Bidder have current written privacy and security policies and
procedures that identify Authorized Users and Authorized Purposes (as defined inthe
DUA) relatingto creation, receipt, maintenance, use, disclosure, accessor transmission
of HHS Confidential Information?

Action Plan for Compliance with a Timeline:

b. Does Applicant/Bidder havecurrent written privacy and security policies and
procedures that require Applicant/Bidder and itsWorkforce to comply with the
applicable provisions of HIPAA andother laws referenced in the DUA, relating
to creation,receipt, maintenance, use, disclosure, access or transmission of
HHS Confidential Information on behalf ofan HHS agency?
Action Plan far CornnUance with a Timeline:

c Does Applicant/Bidder have current written privacy and security policies and procedures
that limit use or disclosure of HHS Confidential Information to the minimum that is
necessaryto fulfill the Authorized Purposes?

Action Plan for Compliance with a Timeline:

d. Does Applicant/Bidder have current written privacy andsecurity policies and
procedures that respond to anactual orsuspected breach ofHHS Confidential
Information, to include at a minimum (if anyresponses are "No" check "No" for
all three):
i. Immediate breach notification to the HHS agency, regulatory authorities, and

other required Individuals orAuthorities, in accordance with Article 4ofthe DUA;
II. Following a documented breach response plan, in accordance with the DUA

and applicable law; &
III. Notifying Individuals and Reporting Authorities whose HHS Confidential

Information has been breached, as directed by the HHS agency?

CISO-001-NDQ (11/16) (V2.0)
HHS Enterprise DataUseAgreement, Attachment 2:

SECURITY ANDPRIVACY INITIAL INQUIRY (SPI)

VO

0 Yes

ONo

Compliance Date:

• Yes
QNo

Compliance Date:

£Yes

QNo

Compliance Date:

#Yes

©No

Page 3 of 17
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Action Plan for Compliance with a Timeline: Compliance Date:

e. Does Applicant/Bidder have current written privacyand security policiesand procedures
that conduct annual workforce training and monitoring for and correction of any training
delinquencies?

0Yes

ONo

Action Plan for Comoliance with a Timeline: Compliance Date:

f. DoesApplicant/Bidder have current written privacy and security policies and
procedures that permit or deny Individual rightsof access, and amendment
or correction, when appropriate?

+ Yes
QNo

Action Plan for Comoliance with a Timeline: Compliance Date:

g. Does Applicant/Bidder havecurrentwritten privacy and security policies and procedures
that permit only Authorized Users with up-to-date privacy and securitytraining, and
with a reasonable and demonstrable need to use, disclose, create, receive, maintain,
access or transmit the HHS Confidential Information, to carry out an obligation under
the DUA for an Authorized Purpose, unless otherwise approved in writing by an HHS
agency?

# Yes
O No

Action Plan for Comoliance with a Timeline: Comoliance Date:

h. Does Applicant/Bidder have current written privacy and security policies and procedures
that establish, implement and maintain proofof appropriate sanctions against any
Workforce or Subcontractors who fail to comply with an Authorized Purpose or who is
not an Authorized User, and used or disclosed HHS Confidential Information inviolation
of the DUA, the Base Contract or applicable law?

% Yes

0 No

Action Plan for Comoliance with a Timeline: Compliance Date:

1. Does Applicant/Bidder have current written privacy and security policies and
procedures thatrequire updates to policies, procedures and plans following major
changes with use or disclosure of HHS Confidential Information within 60days of
identification of a need for update?

% Yes

o No

Action Plan for Compliance with a Timeline: Compliance Date:

CISO-001-NDQ(11/16)(V2.0)
HHS Enterprise Data UseAgreement,Attachment 2:
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J. Does Applicant/Bidder have current written privacyand security policies and
procedures that restrict permissions or attempts to re-identify or further identify
de-identified HHS Confidential Information, or attempt to contact any Individuals whose
records are contained in the HHS Confidential Information, except for an Authorized
Purpose, without express written authorization from an HHS agency or as expressly
permitted by the Base Contract?

# Yes

0 No

Action Plan for Comoliance with a Timeline: Compliance Date:

k. IfApplicant/Bidder intends to use, disclose, create, maintain, store or transmit HHS
Confidential Information outside of the United States of America, willApplicant/Bidder
obtain the express priorwritten permission from the HHS agency and comply with the
HHS agencyconditions for safeguarding offshore HHS Confidential Information?

# Yes
O No

Action Plan for ComDliance with a Timeline: Comoliance Date:

I. Does Applicant/Bidder have currentwritten privacy and securitypolicies and procedures
that require cooperationwith HHS agencies' or federal regulatory inspections, audits or
investigations related to compliance with the DUA or applicable law?

0 Yes
0 No

Action Plan for Comoliance with a Timeline: Comoliance Date:

m. Does Applicant/Bidder havecurrent written privacy andsecurity policies and
procedures that require appropriate standards and methods to destroy ordispose of
HHS Confidential Information?

# Yes
0 No

Action Plan fbr Comoliance with a Timeline! Compliance Date:

n. Does Applicant/Bidder have current written privacy and security policies and procedures
that prohibit disclosure of Applicant/Bidder's work product done on behalf of HHS
pursuant to the DUA, orto publish HHS Confidential Information without express prior
approval of the HHS agency?

#9 Yes
0 No

Action Plan for Compliance with a Timeline: ComDliance Date:

2. Does Applicant/Bidder have acurrent Workforce training program?
Training ofWorkforce must occur atleast once every year, and within 30days ofdate ofhiring anew
Workforce memberwhowill handle HHS Confidential Information. Training mustinclude: (1) privacy and
security policies, procedures, plans and applicable requirements for handling HHS Confidentlal Information, (2)
arequirement tocomplete training before access Is given toHHS Confidential Information, and (3) written
proofoftraining and aprocedure for monitoring timely completion oftraining.

# Yes
O No

CISO-001-NDQ (11/16) (V2.0)
HHS Enterprise Data Use Agreement Attachment2:
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Action Plan for Compliance with a Timeline: Compliance Date:

3. Does Applicant/Bidder have Privacy Safeguards to protect HHS Confidential Information in
oral, paperand/or electronic form?
"Privacy Safeguards" means protection of HHS Confidential Information by establishing, implementing and
maintaining required Administrative, Physical andTechnical policies, procedures, processes andcontrols,
required bythe DUA, HIPAA (45 CFR 164.530), Social Security Administration, Medicaid andlaws, rules or
regulations, asapplicable. Administrative safeguards Include administrative protections, policies and
procedures for matters such astraining, provision of access, termination, andreview of safeguards, incident
management, disaster recovery plans, and contract provisions. Technical safeguards Indude technical
protections, policies and procedures, such aspasswords, logging, emergencies, howpaper Is faxed ormailed,
andelectronic protections suchas encryption of data. Physical safeguards include physical protections, policies
andprocedures, such as locks, keys, physical access, physical storage andtrash.

# Yes
O NO

Action Plan for Comoliance with a Timeline: Comoliance Date:

4. Does Applicant/Bidder and all subcontractors (if applicable) maintain acurrent list of
Authorized Users who have access to HHS Confidential Information, whether oral, written
or electronic?

• Yes
O No

Action Plan for Compliance with a Timeline: Compliance Date:

5. Does Applicant/Bidder and all subcontractors (if applicable) monitor for and remove
terminated employees orthoseno longer authorized to handle HHS Confidential
Information from the list of Authorized Users?

# Yes
O No

Action Plan for Compliance with a Timeline: Compliance Date:

CISO-001-NDQ (11/16) (V2.0)
HHS Enterprise Data UseAgreement, Attachment2:
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system, ffyourbusiness DOES NOT store,access, or
t^|f|^^l^€^dj9n^tal Information In electronic systems (e.g., laptop, personal use
cowiptrtfr, mobu^ detabase, server, etc) selectthe boxto the right and "YES" will
beern^^+wall questions In thfs section.

No Electronic

Systems

•
.&.

Forany questionsanswered "No", an Action Plan for Compliance witha timelinemust be documented In the
designated area belowthe question. The timeline forcompliance with HIPAA related items is30calendardays,
Pll related Items is 90 calendar days.

1. Does the Applicant/Bidderensure that services whichaccess, create, disclose, receive,
transmit, maintain, or store HHS Confidential Informationare maintained IN the United
States (no offshoring) unless ALL of the following requirements are met?

a. The data isencrypted with FIPS140-2 compliant encryption
b. The offshore provider does not have access to the encryption keys
c. TheApplicant/Bidder maintains the encryption keywithinthe United States
d. TheApplication/Bidder has obtained the express priorwritten permission of the

HHSagency

For moreInformation regarding FIPS 140-2 encryption products, please refer to:
mtrYmMjirtfrm/fiM^

Action Plan for Compliance with a Timeline:

2. Does Applicant/Bidder utilize an IT security-knowledgeable person or company to maintain
or oversee the configurations ofApplicant/Bidder's computing systems and devices?

Action Plan for Compliance with a Timeline:

3. Does Applicant/Bidder monitor and manage access to HHS Confidential Information (e.g., a
formal process exists for granting access andvalidating the need for users to access HHS
Confidential Information, and access is limited toAuthorized Users)?

Action Wan for ComnHanca with a Timeline:

4. Does Applicant/Bidder a) have a system for changing default passwords, b) require user
password changes at least every 90 calendar days, and c) prohibit the creation of weak
passwords (e.g., require a minimum of 8 characters with a combination of uppercase,
lowercase, special characters, and numerals, where possible) for all computer systems that
access or store HHS Confidential Information.

If yes, upon request must provide evidence such asascreen shot ora system report.

Action Plan for Compliance with a Timeline:

CISO-001-NDQ (11/16) (V2.0)
HHS Enterprise Data UseAgreement, Attachment2:

SECURITY ANDPRIVACY INITIAL INQUIRY (SPI)

W Yes

O No

Compliance Date:

9 Yes

O No
Compliance Date:

0 Yes

O No

Compliance Date:

# Yes

O No

Compliance Date:
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5. Does each member of Applicant/Bidder's Workforce who will use, disclose, create, receive,
transmit or maintain HHS Confidential Information have a unique user name (account) and
private password?

ft Yes

0 No

Action Plan for Comoliance with a Timeline: Compliance Date:

6. DoesApplicant/Bidder lock the passwordafter a certain number of failed attempts and
after 15 minutes of user inactivity in all computing devices that access or store HHS
Confidential Information?

• Yes

O No

Action Plan fbr Compliance with a Timeline: Compliance p^;

7. Does Applicant/Bidder secure, manageand encrypt remote access (including wireless
access) to computer systems containing HHS Confidential Information? (e.g., a formal
process exists forgranting accessandvalidating the need forusersto remotelyaccess HHS
Confidential Information, and remote access is limited to Authorized Users).

Encryption Is requiredfor allHHS Confidential Information. Additionally, FIPS 140-2 compliant encryption isrequiredfor
Health Insurance Portability andAccountabilityAct(HIPAA) data,CriminalJustice Information Services (CHS) data,Internal
Revenue Service Federal Tax Information (IRS FTI) data,andCenters fbrMedicare &Medicaid Services (CMS) data.

For more Information regarding FIPS 140-2 encryption products, please refer to:

# Yes
O No

Action Plan for Comoliance with a Timeline: Compliance pate;

8. Does Applicant/Bidder implement computer security configurations orsettings for all
computers and systems thataccess orstore HHS Confidential Information? (e.g.,
non-essential features or services have been removed or disabled to reduce the
threat of breach andto limitexploitation opportunities for hackers or intruders, etc.)

# Yes

O No

Action Plan for Comoliance with a Timeline: Comoliance Date:

9. Does Applicant/Bidder secure physical access to computer, paper, orother systems
containing HHS Confidential Information from unauthorized personnel and theft(e.g., door
locks, cable locks, laptops are stored in the trunk of the car instead of the passenger area,
etc.)?

£ Yes

O No

Action Plan for CornpUan,ce with a TimeJ|ne: Compliance Date:

CISO-001-NDQ (11/16)(V2.0)
HHS Enterprise Data UseAgreement,Attachment 2:
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10. DoesApplicant/Bidder use encryption products to protect HHS Confidential Information
that is transmitted over a public network (e.g., the Internet, WiFi, etc.).

If yes, upon request must provide evidence such as a screen shot or a system report.
encryption IsrequiredforallHHS Confidential Information. Additionally, PIPS 140-2compliant encryption Is required for
Health Insurance Portability andAccountabilityAct (HIPAA) data. Criminal Justice Information Services (CJIS) data. Internal
Revenue Service Federal TaxInformation (IRS FTI) data, andCenters for Medicare &Medicaid Services (CMS) data.

For moreInformation regarding FIPS 140-2encryption products, pleasereferto:
httaJ/csrc.ntn.aov/amumySTM/cmva/documeM

• Yes
QNo

Action Plan for Comoliance with a Timeline: Compliance pat?:

11. Does Applicant/Bidder useencryption productsto protect HHS Confidential Information
stored on end user devices (e.g., laptops, USBs, tablets, smartphones, external hard drives,

desktops, etc.)?
Ifyes, upon request must provideevidence such as a screen shot or a system report.

Encryption isrequiredfor allHHS Confidential Information. Additionally, FIPS 140-2 compliant encryption isrequiredfor
Health Insurance Portability andAccountabilityAct(HIPAA) data. CriminalJustice Information Services (CJIS) data, Internal
Revenue Service Federal Tax Information (IRS FTI) data, andCenters forMedicare &Medicaid Services (CMS) data.

For more information regarding FIPS 140-2 encryption products, please refer to:
httn://a^nlst.aeu/aaumemMAmi»oMkuil^

% Yes
ONo

Action Plan for Comoliance with a Timeline: Compliance pate:

12.Does Applicant/Bidder require Workforce members to formally acknowledge rules
outlining theirresponsibilities for protecting HHS Confidential Information and associated
systems containing HHS Confidential Information before their access is provided?

• Yes
O No

Action Plan for Comoliance with a Timeline: Comoliance Date:

13. Is Applicant/Bidder willing to perform orsubmit to a criminal background check on
Authorized Users?

# Yes
O NO

Action Plan fbr Comoliance with aJImallne: Compliance Date:

14. Does Applicant/Bidder prohibit theaccess, creation, disclosure, reception, transmission,
maintenance, and storage ofHHS Confidential Information with a subcontractor (e.g. cloud
services, social media, etc.) unless HHS has approved thesubcontractor agreement which
must include compliance and liability clauses with thesame requirements asthe
Applicant/Bidder?

0 Yes
O No

Action Plan for comoliance with a Timeline: Comoliance Date:

CISO-001-NDQ (11/16) (V2.0)
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15. Does Applicant/Bidder keep current on securityupdates/patches (including firmware,
software and applications) for computing systems that use, disclose, access, create,
transmit, maintain or store HHS Confidential Information?

£ Yes
O No

Action Plan for Comoliance with a Timeline: Comoliance Date:

16. DoApplicant/Bidder's computing systems that use, disclose, access, create, transmit,
maintain or store HHS Confidential Information contain up-to-date anti-malware and
antivirus protection?

# Yes

O No

Action Plan for Comoliance with a Timeline: Comoliance Date:

17. Doesthe Applicant/Bidder reviewsystem security logson computingsystems that access
or store HHS Confidential Information for abnormal activity or security concerns on a
regular basis?

# Yes

0 No

Action Plan for Comoliance with a Timeline: Compliance Date:

18. Notwithstanding records retention requirements, doesApplicant/Bidder's disposal
processes forHHS Confidential Information ensure that HHS Confidential information is
destroyed sothat it isunreadable or undecipherable?

% Yes

O No

Action Plan for Comoliance with a Timeline: Compliance Date:

1.1 certify thataH oftheinformation provided In this form is tnithfol and correct tothebest ofrriylmowledge.
IfIlearn that anysuch information wasnot correct, Iagree to notify HHS of thisimmediately.

a^u^e^

3. Title

iltthe completed, signed form:

• Email the form asan attachmentto the appropriate HHS Contract Manager.

&iurff Ckrk
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Agency(s):
HHSC:Q DADS:Q DFPS:Q DSHS:[_|

Requesting Departments):

Legal Entity Tax Identification Number (TIN) (Last four Only) >0/Contract(s) #:

Contract Manager:

CISO-001-NDQ (11/16) (V2.0)

Contract Manager EmailAddress: Contract Manager Telephone #:

The State OfTexas §

County Of Sabine §

I hereby certify that these documents were filed and duly
recorded in the Commissioner Court Minutes of Sabine

County, Texas. r\t\f
Volume 3~Q PageQ/o/^

Janice McDaniel ~ County Clerk
•;,«•""»•«..,;.

*»*«#>

s an S

^Deputy *~V
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